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Introduction 
This document is created for database and system administrators for the purpose of executing 
License Audit script’s output data encryption. Basic understanding of working with Linux shell is 
highly recommended. 
 
Technical Requirements 
This script is written in PERL and requires following perl modules to be available on server: 

- POSIX; 
- Term::ANSIColor; 
- MIME::Base64; 
- Crypt::Mode::CBC; 
- Text::ParseWords; 
- Data::Dumper; 

 
If any of these modules are missing, please install it using cpan. You can read more about cpan 
here: http://www.cpan.org/modules/INSTALL.html 
 
 
Execution permissions 
To execute this encryption perl script regular Linux user permissions are enough. 
 

Output Files Encryption Process 
To encrypt previously collected audit scripts output, you have to do the following steps: 
 
Unzip files. 
Unzip lca-output-masking.zip archive into some location  
i.e. /home/user/lca-output-masking/ folder  
After extracting you should have following files and folders structure; 
 

 
 
outputs - folder where you should place collected outputs from your databases, which you have 
previously collected with LCA Audit sql script. 
outputs_encrypted - folder where files with encrypted data will be located 
MaskFiles.pl  -  perl script for data encryption 
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Encrypt outputs. 
After you have placed database outputs into the ‘outputs’ folder, you can run MaskFiles.pl file 
using command ./MaskFiles.pl. You should see a screen like this: 
 

 
 
 
Please press 1 to encrypt outputs. Enter your encryption key and initialization vector values. 
 

 
 
All done. Now your outputs_encrypted folder contains masked outputs. 
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If you open any file you should see masked data, like this:  
 

 
 
Zip folder and upload 
Now you can zip the outputs_encrypted folder and upload it to LicenseAudit.com 
 
 
 

Uploading your output to licenseaudit.com 
After data collection, upload it to https://oracle.licenseaudit.com to get detailed information about 
your packs, options and features usage. If you don’t have an account yet, you can create it for 
free and then use the ‘Upload’ button to upload your data. If you already have an account, you 
can upload your data in your own Dashboard. 
 
After analyzing your data, you will see the results similar to this example: 

 

 
 

Furthermore, you will be able to see detailed info about databases and hosts which are using 
particular features and detailed explanation why this option has been marked as ‘in use’. 
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Since you have uploaded encrypted output on details page you will see a notice like this: 
 

 
 
If you want to see the analysis results online, click at the unlock button. Enter your encryption 
key and initialization vector values in the modal window: 
 

 
 
 
Then click ‘Start Decrypt Session’, you’re now able to see decoded output online. 
 
We do not store your encryption key and initialization vector values anywhere. 
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What if I don’t want to enter my encryption key and initialization vector values anywhere? 
 
We understand that your privacy matters, so there are other options to decrypt data on your end: 
 
1) Translation table. 
After you have ran the ./MaskFiles.pl file, a new file appeared called raw-encrypted-table.csv. 
This is an automatically generated translation table, which contains  
a table with raw and encrypted values for hosts, database names and it looks like this: 

 
 
 
 
You can open it in Excel, use the VLOOKUP functionality in Excel to connect it with encrypted 
xls report output you can get from https://oracle.licenseaudit.com  
 
2) Decrypt any text using ./MaskFiles.pl functionality 
 
Run the ./MaskFiles.pl file and in desired action enter 2, like shown below: 

  
 
Then enter your encryption key, initialization vector values and text to decrypt: 
 

 
 

If you have any questions or comments, please feel free to contact us by e-mail 
contact@licenceaudit.com 


